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DETAILED ACTION 



Claims 1-44 are presented for examination. 



Claim Rejections - 35 USC § 103 



The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-12, 15-22, 25-26, and 29-44 are rejected under 35 U.S.C. 103(a) as 

being unpatentable over Monroe, (U.S. Patent No. 6,545,601 and Monroe hereinafter), 

in view of Amini et al., (U.S. Patent No. 6,698,021 and Amini hereinafter), in further view 

of Vaios, (U.S. Patent No. 6,271,752 and Vaios hereinafter). 

Regarding claim 1 , Monroe discloses a system for controlling devices at a 
location by an outside entity, the system comprising: 

(a) at least one device installed at the location (Col. 12, lines 6-67 and Col. 13, 
lines 1-9); 

(b) an internal computer system in communication with the device, wherein the 
internal computer system is adapted to control the device (Col. 13, lines 55-67 and Col. 
14, lines 1-9); 
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wherein when a triggering event is detected at the location, one of the internal 
computer system and the outside entity initiates a communication session between the 
internal computer system and the outside entity (Col. 5, lines 17-50). 

Although Monroe discloses firewalls may be implemented to protect access (Col. 
18, lines 4-26), Monroe does not expressly disclose a firewall to verify identity 
information associated with the outside entity. 

However, Amini discloses 

(c) a firewall in communication with the internal computer system, wherein the 
firewall is adapted to verify identity information associated with the outside entity, 
wherein the outside entity provides identity information to the firewall, and wherein the 
firewall allows the outside entity to control the device through the internal computer 
system if the firewall recognizes the identity information (Col. 6, lines 12-34). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include a firewall to verify identity information 
associated with the outside entity with the motivation to provide for an increased 
confidentiality of video images obtained by the surveillance and monitoring operation 
(Amini, Col. 6, lines 12-34). 

Regarding claim 15, Monroe discloses a method for controlling devices at a 
location by an outside entity, the method comprising the steps of: 
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(a) associating at least one device with an internal computer system at the 
location (Col. 12, lines 6-67 and Col. 13, lines 1-9); 

(b) requesting the outside entity to control the at least one device, and (c) 
establishing a communication session between the outside entity and the internal 
computer system (Col. 5, lines 17-50 and Col. 13, lines 55-67 and Col. 14, lines 1-9). 

Although Monroe discloses firewalls may be implemented to protect access (Col. 
18, lines 4-26), Monroe does not expressly disclose authenticating the identity of the 
outside entity, and (e) allowing the outside entity to control the at least one device 
through the internal computer system. 

However, Amini discloses 

(d) authenticating the identity of the outside entity, and (e) allowing the outside 
entity to control the at least one device through the internal computer system (Col. 6, 
lines 12-34). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include a firewall to verify identity information 
associated with the outside entity with the motivation to provide for an increased 
confidentiality of video images obtained by the surveillance and monitoring operation 
(Amini, Col. 6, lines 12-34). 

Claims 13-14, 27-28, and 31-44 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Monroe, (U.S. Patent No. 6,545,601 and Monroe hereinafter), in view 
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of Amini et al. v (U.S. Patent No. 6,698,021 and Amini hereinafter), in further view of 
Vaios, (U.S. Patent No. 6,271,752 and Vaios hereinafter). 

Regarding claims 13, 14, 27, and 28, Monroe or Amini does not expressly 
disclose wherein the communication session uses transmission control protocol and/or 
digital communications protocol. 

However, Vaios discloses wherein the communication session uses transmission 
control protocol and or digital communications protocol (Col. 6, lines 54-67 and Col. 7, 
lines 1-22). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the combined teachings of Monroe and 
Amini with the teachings of Vaios because it would allow to include wherein the 
communication session uses transmission control protocol and/or digital 
communications protocol with the motivation to provide for an inexpensive multi-access 
remote system that enables individuals to access remotely a security surveillance or 
other video system area and appropriately monitor and operate this area as desired 
(Vaios, Col. 1, lines 60-67). 

Regarding claim 31, Monroe discloses a system for enabling an outside entity to 
control devices at a location, the system comprising: 

(a) an internal computer system associated with the location (Col. 12, lines 6-67 
and Col. 13, lines 1-9); 
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(b) a sensing apparatus associated with the internal computer system, wherein 
the sensing apparatus can detect a triggering event at the location wherein when the 
sensing apparatus detects the triggering event the internal computer system establishes 
a communication session with the outside entity via an external computer network (Col. 
5, lines 17-50). 

Although Monroe discloses firewalls may be implemented to protect access (Col. 
18, lines 4-26), Monroe does not expressly disclose a firewall to verify identity 
information associated with the outside entity. 

However, Amini discloses 

(c) a firewall in communication with the internal computer system, wherein the 
firewall is adapted to verify identity information associated with the outside entity, and 
(d) a device associated with the internal computer system, wherein the device can be 
controlled by the outside entity via the internal computer system, wherein the outside 
entity provides identity information to the internal computer system, wherein the firewall 
creates a secured tunnel for the outside entity to access the internal computer system, 
wherein the outside entity uses information retrieved from a database to control the 
device during the communication session (Col. 6, lines 12-34). 

Monroe or Amini does not expressly disclose wherein only the outside entity can 
terminate the communication session. 

However, Vaios discloses wherein only the outside entity can terminate the 
communication session (Col. 8, lines 35-67 and Col. 9, lines 1-10). 
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Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include a firewall to verify identity information 
associated with the outside entity with the motivation to provide for an increased 
confidentiality of video images obtained by the surveillance and monitoring operation 
(Amini, Col. 6, lines 12-34), and to modify the combined teachings of Monroe and 
Amini with the teachings of Vaios because it would allow to include wherein only the 
outside entity can terminate the communication session with the motivation to provide 
for an inexpensive multi-access remote system that enables individuals to access 
remotely a security surveillance or other video system area and appropriately monitor 
and operate this area as desired (Vaios, Col. 1 , lines 60-67). 

Regarding claim 36, Monroe discloses a method for enabling an outside entity to 
control devices at a location, the method comprising the steps o£ 

(a) associating at least one device with an internal computer system at the 
location (Col. 12, lines 6-67 and Col. 13, lines 1-9); 

(b) reporting a triggering event associated with the location to the outside entity, 
and (c) initiating a communication session between the internal computer system and 
the outside entity through an external computer network, wherein the communication 
session is initiated by the internal computer network (Col. 5, lines 17-50 and Col. 13, 
lines 55-67 and Col. 14, lines 1-9). 



Application/Control Number: 09/750,104 Page 8 

Art Unit: 2131 

Although Monroe discloses firewalls may be implemented to protect access (Col. 
18, lines 4-26), Monroe does not expressly disclose verifying identity information 
provided by the outside entity, and allowing the outside entity to control the device 
during the communication session. 

However, Amini discloses 

(d) verifying identity information provided by the outside entity, and (e) allowing 
the outside entity to control the device during the communication session (Col. 6, lines 
12-34). 

Monroe or Amini does not expressly disclose wherein only the outside entity can 
terminate the communication session. 

However, Vaios discloses wherein only the outside entity can terminate the 
communication session (Col. 8, lines 35-67 and Col. 9, lines 1-10). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include a firewall to verify identity information 
associated with the outside entity with the motivation to provide for an increased 
confidentiality of video images obtained by the surveillance and monitoring operation 
(Amini, Col. 6, lines 12-34), and to modify the combined teachings of Monroe and 
Amini with the teachings of Vaios because it would allow to include wherein only the 
outside entity can terminate the communication session with the motivation to provide 
for an inexpensive multi-access remote system that enables individuals to access 
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remotely a security surveillance or other video system area and appropriately monitor 
and operate this area as desired (Vaios, Col. 1 , lines 60-67). 

Regarding claim 41 , Monroe discloses a method for enabling an outside entity to 
handle a situation at a location, the method comprising the steps of: 

(a) associating at least one device with an internal computer system at the 
location (Col. 12, lines 6-67 and Col. 13, lines 1-9); 

(b) reporting a triggering event associated with the situation at the location to the 
outside entity, and (c) initiating a communication session between the internal computer 
system and the outside entity through an external computer network (Col. 5, lines 17-50 
and Col. 13, lines 55-67 and Col. 14, lines 1-9). 

Although Monroe discloses firewalls may be implemented to protect access (Col. 
18, lines 4-26), Monroe does not expressly disclose providing first and second identity 
information associated with the internal computer system to the outside entity and 
authenticating both the first identity information and the second identity information. 

However, Amini discloses 

(d) providing a first identity information associated with the internal computer 
system to the outside entity, (e) providing a second identity information associated with 
the outside entity to the internal computer system, (f) authenticating both the first 
identity information and the second identity information: (g) establishing a secured 
tunnel through a firewall associated with the internal computer system if both the first 
identity information and the second identity information are authenticated, and (h) 
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allowing the outside entity to control the device to handle the situation during the 

communication session (Col. 6, lines 12-34). 

Monroe or Amini does not expressly disclose wherein only the outside entity can 

terminate the communication session. 

However, Vaios discloses wherein only the outside entity can terminate the 

communication session (Col. 8, lines 35-67 and Col. 9, lines 1-10). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include a firewall to verify identity information 
associated with the outside entity with the motivation to provide for an increased 
confidentiality of video images obtained by the surveillance and monitoring operation 
(Amini, Col. 6, lines 12-34), and to modify the combined teachings of Monroe and 
Amini with the teachings of Vaios because it would allow to include wherein only the 
outside entity can terminate the communication session with the motivation to provide 
for an inexpensive multi-access remote system that enables individuals to access 
remotely a security surveillance or other video system area and appropriately monitor 
and operate this area as desired (Vaios, Col. 1, lines 60-67). 

Regarding claim 2, Monroe discloses wherein control of the communication 
session rests exclusively with the outside entity (i.e., ground station remotely monitors 
and controls the commercial transport onboard systems)(Col. 3, lines 25-55). 
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Regarding claims 3 and 19, Monroe discloses wherein the outside entity is an 
emergency response unit (Col. 7, lines 10-37). 

Regarding claim 4, Monroe discloses wherein the emergency response unit is a 
public safety answering point (i.e., the ground station may also send operational 
commands to the various monitoring systems both onboard the transport and ground 
mounted, such as camera tilt, pan and zoom and sensor activation. Other command 
signals such as "lock-on" a specific condition or transport, sensor download, activation 
such as "lights-on" or alarm, e.g., siren, activation and the like)(Col. 7, lines 10-37). 

Regarding claims 5 and 20, Monroe discloses wherein the outside entity is a 
private security firm (Col. 7, lines 10-37). 

Regarding claims 6 and 32, Monroe does not expressly disclose wherein the 
identity information is a password. 

However, Amini discloses wherein the identity information is a password (Col. 6, 
lines 13-34). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include an identity information such as a password 
with the motivation to provide for an increased confidentiality of video images obtained 
by the surveillance and monitoring operation (Amini, Col. 6, lines 12-34). 
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Regarding claims 7 and 33, Monroe does not expressly disclose wherein the 
identity information is a digital certificate. 

However, Amini discloses wherein the identity information is a digital certificate 
(i.e., x.509 certificate)(Col. 6, lines 12-34). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include an identity information such as a digital 
certificate with the motivation to provide for an increased confidentiality of video images 
obtained by the surveillance and monitoring operation (Amini, Col. 6, lines 12-34). 

Regarding claims 8 and 34, Monroe does not expressly disclose wherein the 
digital certificate is issued and authenticated by a certificate authority. 

However, Amini discloses wherein the digital certificate is issued and 
authenticated by a certificate authority (Col. 6, lines 12-34). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include wherein the digital certificate is issued and 
authenticated by a certificate authority with the motivation to provide for an increased 
confidentiality of video images obtained by the surveillance and monitoring operation 
(Amini, Col. 6, lines 12-34). 
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Regarding claim 9, Monroe discloses further comprising a sensing apparatus in 
communication with the internal computer system, wherein the triggering event is 
detected by the sensing apparatus (Col. 6, lines 30-52). 

Regarding claims 10 and 17, Monroe discloses wherein the at least one device is 
an observation device (i.e., camera)(Col. 4, lines 47-65). 

Regarding claims 1 1 and 18, Monroe discloses wherein the at least one device is 
an emergency response device (i.e., sensors are triggered/activated and only signals 
generated thereby are transmitted to the security station)(Col. 6, lines 30-53). 

Regarding claims 12 and 22, Monroe discloses wherein the internal computer 
system is a local area network (Col. 3, lines 55-67). 

Regarding claim 16, Monroe discloses wherein only the outside entity can 
terminate the communication session (i.e., ground station remotely monitors and 
controls the commercial transport onboard systems)(Col. 3, lines 25-55). 

Regarding claim 21 , Monroe discloses wherein the outside entity is a healthcare 
provider (Col. 7, lines 10-37). 
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Regarding claim 25 and 26, Monroe discloses further comprising the step of 
transferring the communication session from the outside entity to a third party and 
wherein the third party is an emergency response unit (Col. 7, lines 10-37). 

Regarding claim 29, Monroe does not expressly disclose wherein the identity of 
the outside entity is authenticated by a certificate authority. 

However, Amini discloses wherein the identity of the outside entity is 
authenticated by a certificate authority (Col. 6, lines 12-34). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include wherein the identity of the outside entity is 
authenticated by a certificate authority with the motivation to provide for an increased 
confidentiality of video images obtained by the surveillance and monitoring operation 
(Amini, Col. 6, lines 12-34). 

Regarding claim 30, Monroe does not expressly disclose wherein the identity of 
the outside entity is authenticated by the internal computer system based on a 
password provided by the outside entity. 

However, Amini discloses wherein the identity of the outside entity is 
authenticated by the internal computer system based on a password provided by the 
outside entity (Col. 6, lines 13-34). 
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Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include wherein the identity of the outside entity is 
authenticated by the internal computer system based on a password provided by the 
outside entity with the motivation to provide for an increased confidentiality of video 
images obtained by the surveillance and monitoring operation (Amini, Col. 6, lines 12- 
34). 

Regarding claim 35, Monroe does not expressly disclose wherein the external 
computer network is the Internet. 

However, Amini discloses wherein the external computer network is the Internet 
(Col. 13, lines 40-51). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include wherein the external computer network is 
the Internet with the motivation to facilitate connection between client workstations and 
off-site server (Amini, Col. 13, lines 40-51). 

Regarding claim 37, Monroe does not expressly disclose wherein the identity 
information is a password issued to the outside entity by the internal computer system. 

However, Amini discloses wherein the identity information is a password issued 
to the outside entity by the internal computer system (Col. 6, lines 13-34). 
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Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include an identity information such as a password 
with the motivation to provide for an increased confidentiality of video images obtained 
by the surveillance and monitoring operation (Amini, Col. 6, lines 12-34). 

Regarding claim 38, Monroe discloses wherein the identity information is a digital 
certificate issued to the outside entity by a certificate authority. 

However, Amini discloses wherein the identity information is a digital certificate 
issued to the outside entity by a certificate authority (Col. 6, lines 12-34). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include wherein the identity information is a digital 
certificate issued to the outside entity by a certificate authority with the motivation to 
provide for an increased confidentiality of video images obtained by the surveillance 
and monitoring operation (Amini, Col. 6, lines 12-34). 

Regarding claim 39, Monroe does not expressly disclose wherein the step of 
verifying the identity information of the outside entity is performed by the certificate 
authority. 

However, Amini discloses wherein the step of verifying the identity information of 
the outside entity is performed by the certificate authority (Col. 6, lines 12-34). 
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Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include wherein the step of verifying the identity 
information of the outside entity is performed by the certificate authority with the 
motivation to provide for an increased confidentiality of video images obtained by the 
surveillance and monitoring operation (Amini, Col. 6, lines 12-34). 

Regarding claim 40, Monroe does not expressly disclose further comprising the 
step of authenticating identity of the internal computer system for the outside entity. 

However, Amini discloses further comprising the step of authenticating identity of 
the internal computer system for the outside entity further comprising the step of 
authenticating identity of the internal computer system for the outside entity (i.e., the 
client certificates enable client workstation 322 and off-site server 332 to authenticate 
each other and to negotiate cryptographic keys to be used in a secure socket layer 
(SSL) communication session)(Col. 6, lines 12-34). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include the step of authenticating identity of the 
internal computer system for the outside entity further comprising the step of 
authenticating identity of the internal computer system for the outside entity with the 
motivation to provide for an increased confidentiality of video images obtained by the 
surveillance and monitoring operation (Amini, Col. 6, lines 12-34). 
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Regarding claim 42, Monroe does not expressly disclose wherein the first identity 
information is a first digital certificate issued to the internal computer system by a 
certificate authority. 

However, Amini discloses wherein the first identity information is a first digital 
certificate issued to the internal computer system by a certificate authority (i.e., the 
client certificates enable client workstation 322 and off-site server 332 to authenticate 
each other and to negotiate cryptographic keys to be used in a secure socket layer 
(SSL) communication session)(Col. 6, lines 12-34). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include wherein the step of verifying the identity 
information of the outside entity is performed by the certificate authority with the 
motivation to provide for an increased confidentiality of video images obtained by the 
surveillance and monitoring operation (Amini, Col. 6, lines 12-34). 

Regarding claim 43, Monroe does not expressly disclose wherein the second 
identity information is a second digital certificate issued to the outside entity by a 
certificate authority. 

However, Amini discloses wherein the second identity information is a second 
digital certificate issued to the outside entity by a certificate authority (i.e., the client 
certificates enable client workstation 322 and off-site server 332 to authenticate each 
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other and to negotiate cryptographic keys to be used in a secure socket layer (SSL) 
communication session)(Col. 6, lines 12-34). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include wherein the step of verifying the identity 
information of the outside entity is performed by the certificate authority with the 
motivation to provide for an increased confidentiality of video images obtained by the 
surveillance and monitoring operation (Amini, Col. 6, lines 12-34). 

Regarding claim 44, Monroe does not expressly disclose wherein the step of 
authenticating both the first identity information and the second identity information is 
performed by a certificate authority. 

However, Amini discloses wherein the step of authenticating both the first identity 
information and the second identity information is performed by a certificate authority 
(i.e., the client certificates enable client workstation 322 and off-site server 332 to 
authenticate each other and to negotiate cryptographic keys to be used in a secure 
socket layer (SSL) communication session)(Col. 6, lines 12-34). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Monroe with the teachings 
of Amini because it would allow to include wherein the step of verifying the identity 
information of the outside entity is performed by the certificate authority with the 
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motivation to provide for an increased confidentiality of video images obtained by the 
surveillance and monitoring operation (Amini, Col. 6, lines 12-34). 

Claims 23-24 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Monroe, (U.S. Patent No. 6,545,601 and Monroe hereinafter), in view of Amini et al., 
(U.S. Patent No. 6,698,021 and Amini hereinafter), in further view of Engelhorn et al., 
(U.S. Patent No. 6,317,042 and Engelhorn hereinafter). 

Regarding claims 23 and 24, Monroe or Amini does not expressly disclose 
wherein the internal computer system is Bluetooth compatible and at least one device is 
Bluetooth-enabled. 

However, discloses wherein the internal computer system is Bluetooth 
compatible and at least one device is Bluetooth-enabled (Col. 3, lines 25-67 and Col. 4, 
lines 1-44). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the combined teachings of Monroe and Amini 
with the teachings of Engelhorn because it would allow to include wherein the internal 
computer system is Bluetooth compatible and at least one device is Bluetooth-enabled 
with the motivation to provide for n emergency announcement system that displays an 
escape route for occupants of a building (Engelhorn, Col. 1 , lines 1-20). 
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Conclusion 



The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Monroe, (U.S. Patent No. 6,246,320), 
Frailong et al., (U.S. Patent No. 6,012,100), and 
Peters, (U.S. Patent No. 5,717,379). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Arezoo Sherkat whose telephone number is (703) 305- 
8749. The examiner can normally be reached on 8:00-4:30 Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (703) 305-9648. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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